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Relationships Matter



How can we ensure Cyber
and Operational
Governance is applied is a
‘self-service, hlﬁhly

. dynamic world




It is all about...
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But Knowledge
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Everything is changing so fast

Applications —
Cl/CD

Infrastructure —
Cloud & SDX

Sophisticated &
Automated threats
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DATA has been successfully utilized to recognize anomalies &
potential threats «_ O o

@

o® KNOWLEDGE introduces structure and
@ contextualizes that data, allows you to make
good decisions and understand the risk and

business impact






KNOWLEDGE allows you to-

Assess risk proactively

Assert proactive controls in an
accurate, frictionless manner
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So what is Knowledge?




he DIKW pyramid

INFORMATION

DATA
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Application Relationship Management transforms data into actionable knowledge

Data, Information and Knowledge (DIKW)

Regulators
Senior Leadership
Risk Committees

WISDOM

Act Upon

Enrich &
Contextualize

KNOWLEDGE
INFORMATION

DATA

Continuous

Organize /
Structure
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The Machines
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(Contmuous) Appllcatlon
Relatlonshlp Management
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Application Relationship Management

Application
Application Relationship

Performance Management
Management

3{0 Relationships

CMDB / ITOM

Network Policy
Management

'\/' Events

Active Directory

Cloud explodes number of relationships

IRM / GRC

Exmn . .
Static Q Dynamic

Cloud drives dynamicism
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Application Resiliency
and Isolation

Operational and Cyber
Risk Management
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Reducing risk, improving resiliency, and automating

compliance
Every Application. Every User. Every Relationship.

DISCOVERY & VISIBILITY
Visualise and map applications and user access across multi-cloud and on-premise

APPLICATION RELATIONSHIP AND DEPENDENCY MAPPING

Dynamically discover and manage application dependencies and communications.

APPLICATION & USER POLICY COMPUTATION

Auto-building, consistently applying and measuring intent-based policies

r CONTINUOUS COMPLIANCE & POLICY ASSURANCE
J Real-time, continuous compliance aligned to Westpac’s business requirements
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A SR Th’ank YOU .

Contact marc@varmour.com
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